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Who we are?

It is your data and belongs only to you.

SealPath provides total control and visibility of all the
documentation you share.

Customers in
+20 countries

100 % channel 
oriented

Strong R&D 
background
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Information Security Company Challenges
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Data travels everywhere without control

Control over data is lost
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The SealPath Solution

SealPath protects your documents and 

allows you to control them remotely
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The SealPath Solution

ENCRYPT DATA

ENFORCE ACCESS CONTROLS

PREVENT DATA LEAKS

Who, When, 

Permissions (View, Edit, 

Print, Copy&Paste, etc.) 
You can trigger 

document destruction if 

suspected security 

breach
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Data travels everywhere WITH control

Keep control over data

Access 
Denied
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Who needs data-centric-protection?

Healthcare & Bio FinancialIndustry Public Adm.

Companies that manage critical or confidential information that, if 

in the wrong hands, could seriously harm the company

Type: Intellectual Property, Legal, Management, Finance, HHRR
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Deployment

On-Premise Cloud/SaaS

TWO OPTIONS

SealPath doesn’t store documents. Just protects them



How does it work?
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How does it work?

Protect the document by “drag & drop”

✓ mark@company.com: View, edit, not printing

✓ ann@company.com: View only

✓ Expiration date: 30/06/2018, Watermark

mailto:mark@company.com
mailto:ann@company.com
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Flexible policy management
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How does it work?

Share it
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How does it work?

Use your native tools to open it
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How does it work?

Monitor activity



© SealPath Technologies – Confidential Propietary - 2017

Supported Platforms and Formats

Document Protection

Windows XP SP3

Windows Vista

Windows 7

Windows 8, 8.1, 10

Windows Server 2003

Windows Server 2008

Windows Server 2008R2

Windows Server 2012, R2

Protected Documents Consumption

Mac OSX (App)

iOS, Android, Windows Phone (viewers)

Microsoft Office Versions

Office 2003 2007, 2010, 2013, 2016

Other supported formats apart from Office

Edit/Read PDFs (Adobe, Foxit, etc.), 

XPS, Text, RTF, Images, Audio, Video,  

AutoCAD, SolidWorks and other

industrial file formats
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Integrations



Demo: How to protect your documents



DLP Integration
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Why to use it

DLPs typically allow an organization to protect data that

is considered legally or intellectually sensitive to the

organization while identifying potentially risky employees.

IRM beyond the DLP allows comprehensive protection

(encryption) and monitoring of the occurrence and 

transfer of such data within the organization, and in 

particular, as long as these data leave the organization.
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Integration with DLP

Where does SealPath integrate with DLPs?

1. Information Discovery / Classification

2. Information in motion / transit

3. Information in use
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IRM + DLP | SEALPATH + FORCEPOINT

How does it work?
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IRM + DLP | SEALPATH + FORCEPOINT

Advantages of a Joint Protection Approach

✓It is possible to apply automated protection to classified documents with a 
certain type of information using a Pre-Defined SealPath protection policy.

✓Documents protected by ForcePoint DLP can remain under control both inside 
and outside the organization allowing the revocation of permissions and 
document locking with SealPath.

✓Full tracking of protected documents is available in the SealPath management 
console. In this way it is possible to see with SealPath what and how many 
documents have been classified with a certain type of information.

✓Automatic and transparent operation for end users, leaving administrators and 
IT security teams to take control over confidential documentation.
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EU-GDPR: New regulation law
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Article 32

Taking into account the state of the art, the costs of implementation and the 
nature, scope, context and purposes of processing as well as the risk of varying 
likelihood and severity for the rights and freedoms of natural persons, the 
controller and the process to ensure a level of security appropriate to the risk 
or shall implement appropriate technical and organisational measures, including 
inter alia as appropriate: 

1) the pseudonymization and encryption of personal data; 
2) the ability to ensure the ongoing confidentiality, integrity, availability and 
resilience of processing systems and services; 
3) the ability to restore the availability and access to personal data in a timely 
manner in the event of a physical or technical incident; 
4) a process for regularly testing, assessing and evaluating the effectiveness of 
technical and organisational measures for ensuring the security of the 
processing. 
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Article 32

✓ It requires the organisation to implement appropriate protection 
measures to protect data, making direct reference to data encryption as 
one of the means of so doing 

✓ It also makes reference to the ability of the company to guarantee the 
confidentiality and integrity of the data, for which it is critical to have 
mechanisms that ensure that only those who have permissions to access 
said data can do so.. 

✓ It also required, where it can be demonstrated and audited that only 
those who have access to these data, and not third parties, are actually 
accessing them. 
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Articles 33 and 34

In Article 33 of the same section, it requires the controller to “notify the personal 
data breach to the competent supervisory authority” without undue delay and, 
where feasible, not later than 72 hours after having become aware of it.

1. When the personal data breach is likely to result in a high risk to the rights and 
freedoms of natural persons, the controller shall communicate the personal 
data breach to the data subject without undue delay.[…]

2. […]

➢ However, the company may or may not be required to notify interested parties 
or affected data leakage as discussed in Article 34: 
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Articles 33 and 34

➢ If at the time of the security breach the data was protected so that it was 
unintelligible to unauthorised persons and the company can prove this, it will 
not be necessary to notify the breach to the persons whose data have been 
lost or stolen. 

3. The communication to the data subject referred to in paragraph 1 shall not be 
required if any of the following conditions are met: 
a) the controller has implemented appropriate technical and organisational

protection measures, and those measures were applied to the personal data 
affected by the personal data breach, in particular those that render the 
personal data unintelligible to any person who is not authorised to access it, 
such as encryption; 

b) the controller has taken subsequent measures which ensure that the high risk to 
the rights and freedoms of data subjects referred to in paragraph 1 is no longer 
likely to materialise; 

c) […]
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Article 83

However, if the company has not implemented appropriate internal policies to 
ensure and demonstrate compliance with the regulation, Article 83 states that 
the company shall: “be subject to administrative fines up to 20,000,000 EUR, or 
in the case of an undertaking, up to 4% of the total worldwide annual turnover
of the preceding financial year, whichever is higher.”

✓ In short, if the company fails to implement the appropriate means to protect 
its personal data it may suffer direct financial losses in the form of fines and 
indirect losses in the form of damage to its reputation. 

✓ However, by encrypting its data so that only those who should access the 
same can do so, companies will be protecting not only their users or 
customers, but also their own business.



How are we able to help you?
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Protecting the data with Sealpath you achieve

DATA PROTECTED
Wherever they are

ACCESS CONTROL
Limit who can 
access and its 
permissions

NO UNPROTECTED 
COPIES

Protection at rest, 
transit and use

AUDITORY
Tracking access: 
who, when, how 

and what
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How does SealPath help in the GDPR?

Avoid Stiff fines NOW by meeting the criteria.

Increase the culture of protection
and support the DPO with more
control.

Lock the documents remotely even when
they are in another Cloud Provider.
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How does SealPath help in the GDPR?

✓ It minimizes the possibility of a security violation on sensitive
files.

✓ You avoid stiff fines by being able to demonstrate that sensitive
documentation is kept encrypted and protected by technical
measures that ensure that access is impossible without
permission.

✓ It increases the culture of protection in the management of
personal data in the company.

✓ It allows eliminating or destroying, remotely, data that should
not be accessible.

✓ Support to the Data Protection Officer: + Control.
✓ Control of sensitive data even if they are in another provider (eg

public cloud).
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How do we make difference? 

2. On Premise & Cloud with
the same features available

1. USABILITY: Protecting the documents 
has never been so easy with the “Drag 
& Drop”
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How do we make difference? 

3. ALL Industrial Supported Formats 4. WIDEST availability of
integrations: Including DLPs
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Thank you for your attention!!

Interested in Online demo? Don’t hesitate to contact us!

Contact Information

Javier Nieto León | Business Development Director

Mobile: + 420 607 635 409
Email: sales@sealpath.com
Web: www.sealpath.com

mailto:javier.nieto@sealpath.com
http://sealpath.com/?lang=en

